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Cellular Baseband

¢ Modern smartphones contain multiple specialized processors
« Application Processor (AP) / Communication Processor (CP)
 CPis commonly referred to as "Baseband"

+» Baseband
« Handles cellular communication
» Exploded in our lives
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Security of Baseband

% Large Attack Surfaces
« Diverse cellular stacks

% Implemented in Memory Unsafe Languages
« C/C++

¢ Limited Security Mitigations
 No PIE, No ASLR

+» Closed source
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Previous Research

+»+ Static Analysis [Recon 16 / BlackHat USA ‘21 / OffensiveCon ‘23 / Usenix 23 / ...]
« Complex and time-consuming reverse engineering
« No any pre-processing

% Dynamic Analysis (OTA) [Usenix "11/ WiMob 21/ GLOBECOM ‘22 /...]
* No details about the crash
» Lightweight pre-processing, no false positive

¢ Dynamic Analysis (Emulation) [S&P 20 / OffensiveCon 20 / NDSS 22 / OffensiveCon 23 / S&P 24]
* Requires a diverse tasks for successful emulation
» Enables direct memory access
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FirmWire

% State-of-the-art full-system baseband emulation platform

Baseband Vendor Specific Plugins | Vendor Reconfigurable : Root Cause Analysis &
b= Firmware »  (One-time Manual Effort) Configuration Emulation Core >I Automated Baseband Analysis } Exploration (Manual)
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FirmWire

% State-of-the-art full-system baseband emulation platform

Samsung Shannon / MediaTek
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FirmWire

% State-of-the-art full-system baseband emulation platform

Samsung Shannon / MediaTek
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FirmWire

% State-of-the-art full-system baseband emulation platform

Samsung Shannon / MediaTek Custom code injection
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FirmWire

% State-of-the-art full-system baseband emulation platform

: C GSM-CC /SM
Samsung Shannon / MediaTek Custom code injection LTE - RRC
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FirmWire

 Limitation: can not support the network communication
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Challenge [C1]: Complex State Configuration

*» Protocol states
* Fundamental to how baseband works (different states = different behaviors)
» Drastically change during cellular network communication

( )) Network Alter
(( ) Communication Protocol States N — -
| State 2
. R/ o

State-Driven Execution
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Challenge [C1]: Complex State Configuration

*» Protocol states
* Fundamental to how baseband works (different states = different behaviors)
» Drastically change during cellular network communication

% Main challenges of state configuration
1. Complex specifications (1000+ page documents) ETSI TS 136 331 vinso s
2. Memory-level state representation

Network Alter
((( ))) Communication Protocol States \ - /
X N | State 2 x@&i@
“ R/ o
State-Driven Execution LTE RRC Spec. (1165p)
ZENKI ./ sysseclab




Challenge [C2]: Control Flow Visibility

% Limited visibility into network-related execution flows
« FirmWire provides execution logs, only if the proper harness exists
» Circular dependency problem

Harness

Generation \
Uses Uses

Execution

Flows

Circular Dependency
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Challenge [C2]: Control Flow Visibility

% Limited visibility into network-related execution flows
« FirmWire provides execution logs, only if the proper harness exists
» Circular dependency problem

% Main challenges

« Complex harness implementation
* No reliable ground-truth

¢ ENKI

WHITEHAT

Sysseclab

Uses

Harness
Generation

Execution

Flows

Circular Dependency




Our Approach [A1]: Runtime State Extraction

“ Key Insight: Extract protocol states from real devices
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Our Approach [A1]: Runtime State Extraction

“ Key Insight: Extract protocol states from real devices
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Our Approach [A1]: Runtime State Extraction

“ Key Insight: Extract protocol states from real devices

e

State Configuration Force Crash
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Our Approach [A1]: Runtime State Extraction

“ Key Insight: Extract protocol states from real devices

Memory dump

e

State Configuration Force Crash
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Our Approach [A1]: Runtime State Extraction

“ Key Insight: Extract protocol states from real devices

Memory dump

e

State Configuration Force Crash

State Information
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Our Approach [A2]: Control Flow Recovery

% Back Trace Log (BTL)
 Diverse information of real execution flow is encoded

BTL Size (0x01fffff0, ~32MB)
Back Trace Log Magic BTL Version Sub-buffer Count#1 (2)

0000008h: |42 54 4C 3A [31 31 30 39”92 00 00 @e| BTL: 1ie@. ...

Sub-buffer Count#2 (2)

BUF1/BUF2/BUF3/BUF4 Offsets

] L] [ CBUF End Offset
(Compressed Buffer Magic 0000010h: [02 00 00 00][7e E5 F9 ei|[1e 6C FB @i][Be F2 FC @1] ....pad..10.°30. -
~ —y ¥ CBUF Size )
Samsung Log Magic 0000020h: [50 79 FE 01][43 42 55 46)[4e E5 F9 @i] CBUF@&u. ) O Lo ommisiasios

v/ Code Issues O I Pullrequests 2 (© Actions [ Projects Security Insights
SLOG Compressed Size | 0000030h: [53 4C 4F 47 20 00 00 00 sLoG

& shannonBaseband S Watch 17 - Fork 37 - * Starred 168

SLOG Uncompressed Size |

0000040h:
0000050h: master ~ T Addfile - About
. . Scripts, plugins, and information for
. LZ4 Compressed SLOG Data . O orant-h Merge . ©O71commits  yorking with Samsung's Shannon
¢ ‘// hd SLOG ID (1) I githubjworkflows L Desebant
000995Dh: [53 4C 4F 47 21 00 00 00 SLOG e M frmware
I reversing
080996Dh :
880997Dh: —
i . . Start-of-frame (SoF) iing
BUF1 Magic : Buffer Len/Offset ) ( : : FEADE ma
Frame Length
[1F9E5T7eh:| [42 55 46 31] 00 BUF1 7 e e
Frame Sub-Length ( Flags )
e Releases 3
1F9E580h: [FF FF A1 25 o1][61 14 02 oee|[FF|[AC_89 8A 41| gy i%.a...y-%5A Samsung's Shannon Baseband Tool Repository Seattrtoading support, patt..
- ©) Build and test nnont r
Uptime (136289 s) lr T 1 [ Modem &eql‘;tg%g;:(es Entry @ J ) Build and test ShannonLosder RSB
1F9E59@h: @@ @0 [02|[p@ 24 E2 40|l 0@ 60 @o]7t|[7F] 80 ...D$EE....~.. .. Scripts, tools, and information to help reverse enginer Samsung’s EXYNOS cellular bassband platform,

codenamed Shannon. These tools were released for the talk Packages
at Black Hat USA'2020, August 5th.

Index

va_arg(1)
int (1)

Contributors 4

var_args count ) va_arg(0)
string @ 0x40E224D0

End-of-frame (EoF)
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Our Approach [A2]: Control Flow Recovery

¢ Back Trace Log (BTL)

 Diverse information of real execution flow is encoded

Sub-buffer Count#2 (2)

Back Trace Log Magic

BTL Size (9x01fffff0, ~32MB) )

BTL Version

Sub-buffer Count#1 (2)

SUF/BUFS/BUR/BURA Orfene 0000000h : [31 31 30 30|62 ee ee ee] BTL: 1100....

(Comp,.essed Buffer MagicF 00000106h: (02 00 ee 0070 ES"FQ ei][1e BC*FE o1][Be FZ‘FC 01] ....pad..10.°30. Phone Model BP Version Release Date BTL Version [7] FIRMSTATE

- 0000020h: [50 70 FE o1][23 4755 26|[2e Esfrg 1] CBUF@&U. Galaxy Note8 N950NKOUS5DSL1 2020.01.09. 1100 . .

— Galaxy S9 G960NKOU2CSI1 2019.10.02. 1100 ® o

SLOG Compressed Size | goo0e3en: sLo6 Galaxy S9+ G965FXXSHFUJ2 2021.10.19. 1100 o o

0000040h: Galaxy Note9 N960FXXU4AS]2 2021.05.08. 1100 [ ] o

. 24 Gompresasd SLOG Data . Galaxy S10 G973FXXU9FUCD 2021.03.23. 1200 O o

* = ° Galaxy S10 G973FXXUAFUE1 2021.05.07. 1200 O o

0009950h: sLos Galaxy S10 G973NKOU7HVG2  2022.07.29. 1200 O [

gggg:gg:: Galaxy S10 G973NKOU7HWD1 2023.04.18. 1200 O o

H Buffer Ler/Offset [ . Ga]axy S10e G970NKOU7HWD1 2023.04.18. 1200 O o

[1F9E5TeN] [22 55.46 31] : : 00 BUF1 Galaxy A30 A305NKOS5CVF1 2022.06.22. 1200 O o

Frame Sub-Length (Fiags ) Galaxy Note10 5G  N97INKOU2HWH3  2023.08.16. 1200 O o

- 1F9E580h: [FF_FF A1 25 oi][61 14 92 0| [FF][AC 39 8A 41] §9i%.a. .. §-%8A Galaxy S21 G991NKOU4EWE?2 2023.06.26. 1300 O .

CIETT) 1F9ES9Gh: 00 00 [32]p3 24 EZ 10]PL 08 00 ea@- oo .. .psae. Galaxy S24 S921NKSU2AXE4 2024.06.10. 1410 O ®

var_args count J

Support for 4 distinct BTL format versions (~S24)

va_arg(0) va_arg(1)
string @ 0x40E224D0 int (1) Encl of-frame (EoF)
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Overview - FirmState

% State-aware methodology enhancing Shannon baseband emulation
* https://github.com/Integer-c/FirmState

Device state transition Runtime information management State-Aware Emulation
/ \ (" BTL file Logdecoding Control-flow recove@ Harness implementation
Test Target oTo11

- _ 4

=»| FO FF FF 01 <> EMMServ | = —@state 2l r_@\/

( ) 31313030 IMEISV L 4 & ®& / Fuzzer

) /\ | |L|
B Addressl Y, l_

Mdeun:ry/ 4 Snapshot oo
Target States 0 ox100814: 66 0x100814: 66 . . 0] Emulator ...
Ox100815: 23 > 0x100816: 03 —
Post-AKA 0x100816: 03 Ox100817: 79 ® :
) 0x100817: 79
| lllﬁMMMHlll
\ Pre-AKA/

\_  Shapshot patching
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Overview - FirmState

Device state transition Runtime information management State-Aware Emulation
/ \ (" BTL file Logdecoding Control-flow recove@ Harness implementation
Test Target oTo11

network device > 42 54 4C 3A INIT_REQ N P

- _ 4

=»| FO FF FF 01 <> EMMServ | = —@state 2l r_@\/

( ) 31313030 IMEISV L 4 & ®& / Fuzzer

) /\ | |L|
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Mdeun:ry/ 4 Snapshot oo
Target States 0 ox100814: 66 0x100814: 66 . . 0] Emulator ...
Ox100815: 23 > 0x100816: 03 —
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Overview - FirmState

Control flow recovery from BTL

Device state transition Runtime information management State-Aware Emulation
/ \ (" BTL file Logdecoding Control-flow recove@ Harness implementation
Test Target oT011 — ®—6—©— —

: 42544C3A  INIT_REQ State 1 T =
network device > =»| FO FF FF 01 <« EMMServ | = \I i g:ate 2|C r_%f FSZFZLer
( ,)) /\ 313130 30 IMEISV - & L \, 7

| | |
=== Addressl ) I

T S Snapshot
Target states dump ~

0x100814 66 LJ] EmU|at0I‘
:b 0x100816: 03 —
Post-AKA 0x100817: 79

——

e,
\ Snapshot patching

\ Pre-AKA /

0x100814: 66
0x100815: 23
0x100816: 03
0x100817: 79

State extraction from memory dump
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Overview - FirmState

Harness implementation with recovered control-flow

Device state transition Runtime information management State-Aware Emulation
/ \ (" BTL file Logdecoding  Control-flow recovery)) / Harness implementation
Test Target oT011 — ®—6—©— —

; 42544C3A  INIT_REQ State 1 [
network device N N oy v el I 1 g:ate ¢ L@f AFL
31313030  IMEISV L 4 O ®& ~ Fuzzer

;Ag) < D @ddressl ' l' L] g I

4 Snapshot

Target states dump —— o
x100814: 66 . . R
0x100815: 23 > 0x100816: 03 —
Post-AKA 0x100816: 03 Ox100817: 79 ® :
) 0x100817: 79
o — : e Q
' FirmWire

\ Pre-AKA /

\_  Shapshot patching

Apply the state variables in the snapshot
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Phase 1: Device State Transition

s Controlled testbed enables precise baseband state manipulation
« Controls network conditions and protocol message sequences
« Canreach target protocol states
Device state transition
* Implementation based on open-source infrastructure / \
- srsRAN 4G, USRP B200 Test Targ

network device

Device Network (‘ ’) /\ D

AKA procedure
Target states

Post-AKA

post-AKA Message —

Pre-AKA
post-AKA state \ /

Sysseclab A
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Phase 2: Runtime Information Management

¢ FirmState correlates two critical data sources
« BTL file analysis: Understanding actual control flow execution
« Memory dump processing: Extract state information

BTL Size (0x@1fffffO, ~32MB)

Back Trace Log Magic BTL Version Sub-buffer Count#1 (2)
: [42 54 ac 3a
[]

Log decoding Control-flow recovery

W— W — — YTy p— 31 31 30 3el[e2 ee ee ee] BTL: 11e0. ...
42 54 4C 3A INIT_REQ \ State"l / ¥ ) CBUF End Offset )
00002106h: [02 0e 00 00|70 E5 F9 oi][1e 6C FB ei][Be F2 FC o] ....p&d..10.°30. CBUF Sine
w EMMSerV -> State 2 0000020h: [50 79 FE 01][43 42 55 46|40 EEVFQ 1] CBUF@3d. o

313130 30 IMEISV L 4

00 00 00 00 sLoG

SLOG Compressed Size ) 2000038h:

SLOG Uncompressed Size J

I 0000040h :
0000050h :
- Ad d re Ss LZ4 Compressed SLOG Data :
-
000995Dh : SLOG .
©@80996DN :
. 000997Dh :
. N -of-fi e
H Buffer Len/Offset J H Start-otframe Sof)
0X1 00 81 4: 66 90 BUFL Frame Length
0X1 00815: 23 Frame Sub-Length (Flags )
. 1F9ES58@h : [FF_FF A1 25 oi|[61 14 e2 ee|[FFJ[AC_89 8A 41| 9 1%.a...§-L3A
0X1 oo 81 6' 03 @ r Modem Debug Trace Entry @
ptime ( i L 0x418ABIAC

1F9E590h: 00 @0 o 24 £2 40]o1 0@ oo ea][7El[7F] 00 ...D$A@....~.. ..

0x100817: 79

var_args count | va_arg(0)

_arg(0)
string @ 0x40E224D0

va_arg(1)
int (1) End-of-frame (EoF)
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Implementation

*» Snapshot-Patching Procedure: state application
« Seamless integration with FirmWire's snapshot system

% Support pre/post-AKA states
« Higher protocol coverage at RRC & fidelity

** Newly support LTE NAS

,@}
)
\l

st | | _@
_ K <3\+ A

GDB script

—

Snapshot-Patching Procedure

=

1|
gl
had L)
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Evaluation [1] - Fuzzer Performance

american fuzzy lop ++3.13a (main) [fast]

cess timing

% Comparison with FirmWire baseline
« 24-hour evaluation periods with 3 independent runs

11 (11 uni
path g

e}
unused, unused
disabled, ©.00%
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Evaluation [1] - Fuzzer Performance

% Comparison with FirmWire baseline
« 24-hour evaluation periods with 3 independent runs

11 (11 unique)

«+ Significant Coverage Improvements
* RRC:7.5% coverage (2.7x improvement over FirmWire's 2.8%) .
* NAS: 4.5%-9.2% coverage (previously unsupported)
« Two 1-day vulnerabilities discovered in different protocol states

0
inused, unused

@ 20000
(@]

©

5 17500

=

S 15000

o Implementation Layer Covered/Total coverage (%)
S 12500 -

2 FirmWire RRC 2,447 /87,371 2.8%

2 100007 FIRMSTATE RRC 6,572/ 87,371 7.5%

@ 75001

c FIRMSTATE (pre-AKA) NAS 1,320 / 29,128 4.5%

© 4

S 21 our implementation FIRMSTATE (post-AKA)  NAS 2,739 / 29,128 9.2%

= 25004 =—— FirmWire

oh 2h 4h 6h 8h 10h  12h 14k  16h  18h  20h 22h  24h
Time (hours)
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Evaluation [2] - Root Cause Analysis

¢ Proper emulation directly results to root cause analysis
 Instruction Trace Analysis (QEMU)
« Debugging (GDB)

¢ Vulnerability Details
* Pre-AKA: Integer underflow in buffer copying mechanism
« Post-AKA: Infinite loop in Emergency Number List parsing

while (idx < length){
EmergencyNumberStruct = &datalidx]

idx += datalidx] + 1; // [BUG] UXTB instruction!!
T memsec outsur, OXrr, 22);
EmergencyNumberLen = *EmergencyNumberStruct;
for (1 = @; EmergencyNumberLen - 1 > i; 1 = (i + 1) ){
// outBuf <- parse(EmergencyNumberStruct)
EmergencylListParse(outBuf);

by
h
Infinity loop in decoding EmergencyNumberList
g ENKI Sysseclab 15
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Evaluation [2] - Root Cause Analysis

¢ Proper emulation directly results to root cause analysis
 Instruction Trace Analysis (QEMU)
« Debugging (GDB)

¢ Vulnerability Details
* Pre-AKA: Integer underflow in buffer copying mechanism
« Post-AKA: Infinite loop in Emergency Number List parsing

while (idx < length){
EmergencyNumberStruct = &datalidx]

idx += datalidx] + 1; // [BUG] UXTB instruction!!
T memsec outsur, OXrr, 22);
EmergencyNumberLen = *EmergencyNumberStruct;
for (1 = @; EmergencyNumberLen - 1 > i; 1 = (i + 1) ){
// outBuf <- parse(EmergencyNumberStruct)
EmergencylListParse(outBuf);

by
h
Infinity loop in decoding EmergencyNumberList
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Evaluation [2] - Root Cause Analysis

¢ Proper emulation directly results to root cause analysis
 Instruction Trace Analysis (QEMU) Length of Emergency Number List

 Debugging (GDB) Length of 15t Emergency Number

** Vulnerability Details Data 1
* Pre-AKA: Integer underflow in buffer copying mechanism
* Post-AKA: Infinite loop in Emergency Number List parsing Length of 2"d Emergency Number

while (idx < length){

EmergencyNumberStruct = &datalidx]
Data 2

idx += datalidx] + 1; // [BUG] UXTB instruction!!
—memsecoucsur, OXrr, 22); D
’ 1 ’ one
EmergencyNumberLen = *EmergencyNumberStruct; . _
for ( i = @; EmergencyNumberLen - 1 > i; i = (i + 1) ){ idx = 256
// outBuf <- parse(EmergencyNumberStruct)
EmergencylListParse(outBuf);

Infinity loop in decoding EmergencyNumberList
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Evaluation [2] - Root Cause Analysis

¢ Proper emulation directly results to root cause analysis
* Instruction Trace Analysis (QEMU) Length of Emergency Number List | idx = O

» Debugging (GDB) Length of 15t Emergency Number | |

** Vulnerability Details Data 1
* Pre-AKA: Integer underflow in buffer copying mechanism
* Post-AKA: Infinite loop in Emergency Number List parsing Length of 2"d Emergency Number

while (idx < length){
EmergencyNumberStruct = &datalidx]

Data 2 |

idx += datalidx] + 1; // [BUG] UXTB instruction!!
—memsecoucsur, OXrr, 22); D
’ 1 ’ one
EmergencyNumberLen = *EmergencyNumberStruct; . _
for ( i = @; EmergencyNumberLen - 1 > i; i = (i + 1) ){ idx = 256
// outBuf <- parse(EmergencyNumberStruct)
EmergencylListParse(outBuf);

Infinity loop in decoding EmergencyNumberList
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Related Works

% Bridging the Gap between Emulation and Over-The-Air Testing for Cellular Baseband Firmware

« Uses memory dumps for state restoration
) IEEE S&P 2025

% Stateful Analysis and Fuzzing of Commercial Baseband Firmware

« Uses symbolic analysis for state restoration
« Extends FirmWire for newer Shannon baseband
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Conclusion

*» FirmState enables state-aware Shannon baseband emulation
« Improves code coverage (x2.7) & fidelity
« Enables previously unsupported NAS layer emulation
« Discovered two 1day vulnerabilities

% Contact Information:
Suhwan Jeong (shjeong.b@enki.co.kr)
GitHub Repository: https://github.com/1nteger-c/FirmState

*+ ENKI WhiteHat (Offensive Security Research)
% KAIST SysSec Lab (Prof. Yongdae Kim)

GitHub Repo.
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