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About CROSS-X
• Cross-Cache Attack underpins 

modern Linux kernel exploits. 
• There remains uncertainty around 

executing it effectively. 
• Our work focuses on: 

1. Robust strategies 
2. Automated target object 

identification  
3. Real-world validation



Linux Memory Management
• Linux kernel manages memory using the page allocator and the SLUB allocator. 

◯ Page allocator provides physically contiguous pages to system components. 
◯ SLUB allocator handles object-level allocation for small memory requests.
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SLUB allocator
• SLUB allocator maintains a pre-allocated cache of objects. 
• SLUB operates on a slab basis — block of pages divided into uniform-sized slots. 

◯ Slab forms an object freelist to chain freed objects inside it. 
◯ Slabs could be also chained into slab lists.
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SLUB Cache Structure
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Cache Separation
• In 2016, the kernel introduced cache separation. 
• Key objects were moved to separate caches, disrupting many common exploits. 

◯ Made targeted object spraying significantly harder for attackers.
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Cross-Cache Attack
• SLUB discards slabs and allocates new ones from the page allocator. 
• Cross-Cache Attack exploits this reuse to bypass cache separation. 

◯ Recycling phase forces SLUB to drop a vulnerable slab. 
◯ Reclaiming phase reuses that slab by spraying objects from a different cache.
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Public Exploits Review
• We classified public strategies for recycling into: 

◯ Naive 
◯ Partial Free 
◯ Timing Side-Channel (of SLUBStick) 
◯ Interleaving Cores 

• Due to time constraints, we will focus exclusively 
on Partial Free.
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Partial Free
• First generalizable technique by Jann Horn. 
• Strategy workflow: 

1. Defragmentation 
2. Allocate (cpu_partial+1) slabs 
3. Allocate 2 slabs with vulnerable object 
4. Free both slabs from step 3 
5. Free one object per slab from step 4
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Partial Free Failure
• However, exploit writers are still blaming the unreliability of Cross-Cache Attacks. 

◯ Some introduced concepts like “overflow factors”, which we found to be misleading. 
• So why would Partial Free have stopped working?
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Partial Free Failure
• We identified the root case as the reversal of the 

cpu_partial and min_partial size relationship. 
• In this case, Partial Free deterministically fails with 

a 0% success rate.
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Consider the example where (cpu_partial, min_partial)=(3, 5).



Partial Free Failure
• First generalizable technique by Jann Horn. 
• Strategy workflow: 

1. Defragmentation 
2. Allocate (cpu_partial+1) slabs 
3. Allocate 2 slabs with vulnerable object 
4. Free both slabs from step 3 
5. Free one object per slab from step 4 

• Slab discard failed!
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Complete Free
• We propose an improved strategy, Complete Free, which: 

◯ Excludes defragmentation, heuristics, and SLUB misconceptions. 
◯ Considers per-node partial slab lists, effectively handling reversal scenarios. 

• We also introduce a hybrid strategy, Timing+Complete Free: 
◯ Slab allocation is guided by SLUBStick’s timing side-channel, enhancing reliability.
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Complete Free works in the previous example, unlike Partial Free.



Complete Free
• Strategy workflow: 

1. Allocate                                              slabs 

2. Allocate (cpu_partial+1) slabs 
3. Allocate 2 slabs with vulnerable object 
4. Free one object per slab from step 1
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Complete Free
• Strategy workflow: 

1. Allocate                                              slabs 

2. Allocate (cpu_partial+1) slabs 
3. Allocate 2 slabs with vulnerable object 
4. Free one object per slab from step 1 
5. Free both slabs from step 3 
6. Free one object per slab from step 2 

• Successfully discarded slab!
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Target Object Properties
• Not all objects identified in previous works are suitable for Cross-Cache Attacks. 
• What then qualifies as a versatile target objects?
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Target Object Properties
• Not all objects identified in previous works are suitable for Cross-Cache Attacks. 
• What then qualifies as a versatile target objects? 

1. Spray Capability 
2. Minimal Interferering Allocations 

• Interfering allocation: Allocation of unrelated objects. 
• Noise Rates: Number of interfering allocation during single object allocation. 

3. Useful Primitives
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CROSS-X System
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Evaluation
• To evaluate our findings, we performed three experiments: 

1. Stability experiment using a synthetic vulnerability 
2. Object identification from a set of 346 candidate objects 
3. Real-world exploitability experiment extending the stability test across 9 CVEs
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We achieved over 99% (idle) and 85% (busy) success across most caches.
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CROSS-X identified 7 low-noise objects under same-order allocations.
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Complete Free performed reliably and often ranked best across 9 real-world CVEs.



Conclusion
• Cross-Cache Attack reliability has been limited by incomplete understanding. 
• We present new insights and propose two optimized strategies along with an CROSS-X 

automated system. 

• We identified 7 suitable objects and achieved high stability across various environments.
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Discussion
• Mitigations 

◯ Slab freelist defenses and cache randomization do not impact Cross-Cache Attacks. 
◯ SLAB_VIRTUAL mitigates Cross-Cache Attacks but is not widely adopted. 

• Cross-Cache Overflow is also feasible but demands a clever page fengshui strategy. 
• Other page reusing techniques exist but are more easily countered by targeted defenses.
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